Data Processing Agreement (England & Wales)
England & Wales   ·   Data Protection
Dated: [DATE]

NOT LEGAL ADVICE — REVIEW WITH A SOLICITOR BEFORE USE
This template is a general starting point for England & Wales governed contracts. It is not legal advice, does not create a lawyer-client relationship, and must be tailored to your specific transaction before use. Pactora accepts no liability for use or reliance on this template.

PARTIES
This agreement is made between:
[CONTROLLER NAME] of [Controller registered address]
(the "Controller")
[PROCESSOR NAME] of [Processor registered address]
(the "Processor")

BACKGROUND
1.  The Controller has engaged the Processor to provide services that involve the processing of personal data.
2.  The parties are required to enter into a data processing agreement pursuant to Art. 28 UK GDPR.
3.  This Agreement supplements the main services agreement (the "Principal Agreement") between the parties.

OPERATIVE CLAUSES
IT IS AGREED as follows:
1.  DEFINITIONS
1.1  "UK GDPR" means the UK General Data Protection Regulation as retained in UK law by the European Union (Withdrawal) Act 2018, together with the Data Protection Act 2018.
1.2  "Personal Data", "Processing", "Data Subject", "Controller", and "Processor" have the meanings given in the UK GDPR.
1.3  "Sub-processor" means any third party appointed by the Processor to carry out processing activities on behalf of the Controller.
1.4  "Security Incident" means any accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.
2.  PROCESSING INSTRUCTIONS
2.1  The Processor shall process personal data only on documented instructions from the Controller, including with regard to transfers of personal data to a third country, unless required by UK law to process otherwise.
2.2  The Processor shall promptly notify the Controller if any instruction infringes the UK GDPR or other applicable data protection law.
2.3  Details of the processing activities (nature, purpose, types of personal data, categories of data subjects, and retention periods) are set out in Schedule 1.
3.  CONFIDENTIALITY
3.1  The Processor shall ensure that persons authorised to process personal data are subject to binding confidentiality obligations.
4.  SECURITY
4.1  The Processor shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, as required by UK GDPR Art. 32.
4.2  Such measures shall include, as appropriate: pseudonymisation and encryption of personal data; ensuring ongoing confidentiality, integrity, availability, and resilience of processing systems; ability to restore personal data following a physical or technical incident; and regular testing and evaluation of security measures.
4.3  The Processor shall notify the Controller without undue delay and in any event within 48 hours on becoming aware of a Security Incident.
5.  SUB-PROCESSORS
5.1  The Processor shall not engage a sub-processor without the prior specific or general written authorisation of the Controller.
5.2  Where the Controller gives general authorisation, the Processor shall inform the Controller of any intended changes to sub-processors, giving the Controller the opportunity to object.
5.3  The Processor shall impose data protection obligations equivalent to those in this Agreement on any sub-processor.
5.4  The Processor remains liable to the Controller for the acts and omissions of any sub-processor.
5.5  The current list of approved sub-processors is set out in Schedule 2.
6.  DATA SUBJECT RIGHTS
6.1  The Processor shall assist the Controller, by appropriate technical and organisational measures, in fulfilling its obligations to respond to requests from data subjects exercising their rights under UK GDPR Chapter III.
6.2  The Processor shall assist the Controller in ensuring compliance with its security, breach notification, data protection impact assessment, and prior consultation obligations under UK GDPR Arts. 32–36.
7.  DELETION AND RETURN
7.1  At the choice of the Controller, the Processor shall delete or return all personal data to the Controller after the end of the provision of services, and shall delete existing copies unless UK law requires retention.
8.  AUDIT
8.1  The Processor shall make available to the Controller all information necessary to demonstrate compliance with this Agreement and shall allow for and contribute to audits and inspections conducted by the Controller or its mandated auditor on reasonable prior written notice.
9.  INTERNATIONAL TRANSFERS
9.1  The Processor shall not transfer personal data outside the UK without the prior written consent of the Controller and without ensuring that an appropriate transfer mechanism under UK GDPR Chapter V is in place (such as an ICO-approved international data transfer agreement or adequacy regulations).
10.  GENERAL
10.1  This Agreement supplements and is incorporated into the Principal Agreement. In the event of conflict, this Agreement prevails on data protection matters.
10.2  This Agreement is governed by the law of England and Wales. Each party irrevocably submits to the exclusive jurisdiction of the English courts.

SCHEDULE 1 — SERVICES AND COMMERCIAL TERMS
[Complete the following fields before signing]
Services / scope of work:   ___________________________________________
Deliverables:   ___________________________________________
Fees:   ___________________________________________
Payment schedule:   ___________________________________________
Start date:   ___________________________________________
Notice period:   ___________________________________________

EXECUTED AS AN AGREEMENT

	Signed for Controller:
Signature: ___________________________
Name:       ___________________________
Title:       ___________________________
Date:        ___________________________
	
	Signed for Processor:
Signature: ___________________________
Name:       ___________________________
Title:       ___________________________
Date:        ___________________________
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