Data Processing Agreement (India)
India   ·   Data Protection
Dated: [DATE]

NOT LEGAL ADVICE — REVIEW WITH A SOLICITOR BEFORE USE
This template is a general starting point for India governed contracts. It is not legal advice, does not create a lawyer-client relationship, and must be tailored to your specific transaction before use. Pactora accepts no liability for use or reliance on this template.

PARTIES
This agreement is made between:
[DATA FIDUCIARY NAME] of [Data Fiduciary address, India]
(the "Data Fiduciary")
[DATA PROCESSOR NAME] of [Data Processor address, India]
(the "Data Processor")

BACKGROUND
1.  The Data Fiduciary has engaged the Data Processor to provide services involving the processing of personal data.
2.  The parties are required to document their relationship in accordance with the Digital Personal Data Protection Act 2023 (DPDPA) and rules made thereunder.

OPERATIVE CLAUSES
IT IS AGREED as follows:
1.  DEFINITIONS
1.1  "DPDPA" means the Digital Personal Data Protection Act 2023 and any rules or regulations made thereunder.
1.2  "Personal Data", "Data Fiduciary", "Data Processor", and "Data Principal" have the meanings given in the DPDPA.
1.3  "Personal Data Breach" means any unauthorised processing, accidental disclosure, acquisition, sharing, use, alteration, destruction, or loss of personal data.
2.  PROCESSING INSTRUCTIONS
2.1  The Data Processor shall process personal data only on the instructions of the Data Fiduciary and for the purposes set out in Schedule 1.
2.2  The Data Processor shall not engage any sub-processor without the prior written consent of the Data Fiduciary.
3.  SECURITY SAFEGUARDS
3.1  The Data Processor shall implement reasonable security safeguards to prevent personal data breach, as required under the DPDPA.
3.2  The Data Processor shall notify the Data Fiduciary promptly (and in any event within 72 hours) on becoming aware of a personal data breach so that the Data Fiduciary can fulfil its breach-notification obligations to the Data Protection Board.
4.  DATA PRINCIPAL RIGHTS
4.1  The Data Processor shall assist the Data Fiduciary in fulfilling the rights of Data Principals under the DPDPA, including rights to access, correction, erasure, and grievance redressal.
5.  CROSS-BORDER TRANSFERS
5.1  The Data Processor shall not transfer personal data outside India without the prior written consent of the Data Fiduciary and only to countries or territories notified by the Central Government as permissible under the DPDPA.
6.  DELETION
6.1  The Data Processor shall delete all personal data after the purpose for which it was processed is no longer being served, or upon the Data Fiduciary's written instruction, whichever is earlier.
7.  GENERAL
7.1  This Agreement is governed by the laws of India. Disputes shall be resolved by arbitration under the Arbitration and Conciliation Act 1996 seated at [CITY].

SCHEDULE 1 — SERVICES AND COMMERCIAL TERMS
[Complete the following fields before signing]
Services / scope of work:   ___________________________________________
Deliverables:   ___________________________________________
Fees:   ___________________________________________
Payment schedule:   ___________________________________________
Start date:   ___________________________________________
Notice period:   ___________________________________________

EXECUTED AS AN AGREEMENT

	Signed for Data Fiduciary:
Signature: ___________________________
Name:       ___________________________
Title:       ___________________________
Date:        ___________________________
	
	Signed for Data Processor:
Signature: ___________________________
Name:       ___________________________
Title:       ___________________________
Date:        ___________________________
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